3.11 Money Transmissions Services
3.11.1 Providers of money transmission services must comply
with all the relevant provisions relating to the different
types of wire transfers set out above in the countries in
which they operate directly or through their agents.
3.11.2 Providers of money transmission services that control both
the ordering and beneficiary side of a wire transfer should
(a) take into account all the information from both the
ordering and beneficiary sides in order to determine
whether an STR has to be filed; (b) file an STR in any
country affected by the suspicious wire transfer, and make
relevant transaction information available to the
Supervisory Authority in this country, and to the Financial
Intelligence Units in the other countries.”
7.

After Paragraph 4.6A, the following is inserted:
“4.6B

8.

Suspicious Activity Reports are to be sumbitted to the
Supervisory Authority promptly upon detection of suspicious
activity. Promptly means right away or if necessary, no later
than 48 hours of becoming satisfied that the activity is
suspicious. For that purpose, financial institutions should have
in place systems that allow for prompt detection.Where there is
a realistic chance that ML/FT is or is about to take place, or the
matter can be seen as urgent, the report must be made right
away, within hours if not minutes and verbally if necessary.
Where the activity to be reported is complex or of a nature such
that a proper report will take more that 48 hours to prepare, the
Compliance Officer is nonetheless required to report the
suspicion within the 48-hour period with any explanations or
requests for extension of time to complete the full report. Note:
This guideline supersedes all prior guidance, including the
commentary contained in the standardized SAR reporting form
in use on the date of publication where there are any conflicts.

After Paragraph 4.9, the following is inserted:
“4.9A

Where a Compliance Officer, having reviewed a transaction
report or the results from sample testing or the monitoring of an
account or the activity of a customer, determines that the
transaction or the way in which the account is being used or the
customer activity is suspicious, the Compliance Officer should
have a duty and be enabled to make recommendation where
appropriate to management with documented reasons that the
transaction should not be completed or that the account be
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closed or that there should be no further business relationship
with the customer. The management of the institution should
give careful consideration to the recommendation and record its
response to the recommendation with reasons.
4.9B

It should be part of the functions of the Compliance Officer to
review applications for the opening of accounts or the initiation
of business relationships to assess whether or not the
prospective or new customer has any association with criminal
activity.
Should the Compliance Officer determine that a prospective or
new customer is concerned with criminal activity that generates
proceeds or benefits or relates to FT or proliferation of WMD,
then the Compliance Officer, having reviewed all the
circumstances, should be enabled to recommend in writing to
management that the account not be opened. The management
of the institution should give careful consideration to the
recommendation and record its response to the
recommendation with reasons.
If the Compliance Officer is of the opinion that a prospective or
new customer may be concerned with criminal activity that
generates proceeds or benefits or relates to FT or proliferation
of WMD, the Compliance Officer may, after consideration of the
financial institution’s risk exposure, make appropriate
recommendations, and be enabled so to do, in relation to
whether an account should be opened or a business
relationship entered into or continued. The management of the
institution should pay careful attention to the concerns of the
Compliance Officer and give them appropriate consideration.”

9. After Paragraph 4.11, the following is inserted:
4.11A

The Compliance Officer should be enabled to act independently
in reaching determinations about the nature of transactions, the
manner in which accounts are being utilised, and the extent to
which the AML/CFT system is being effectively implemented
throughout the financial institution, and also in making
recommendations to management. The Compliance Officer
should not be denied resources so as to prevent or forestall the
possibility of a recommendation unfavourable to the pursuit or
continued pursuit of business with a customer or potential
customer.”

B. In Part II (Financing of Terrorism Guidelines)
10.

Section 2.6.3 is amended as follows:
(a) in paragraph 2.6.3(3) by inserting at the end on a new line, the
following:
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“name and address of any natural person exercising ultimate
effective control (including through a chain of control/ownership);
name and address of beneficiaries, or beneficiaries identified by
characteristics, class or other means”.
(b) after paragraph 2.6.3(5), inserting the following:
“(5a) The financial institution should take reasonable steps to verify
the identity of the beneficial owners.”.
(c) subparagraph (8) is renumbered as (9), and after subparagraph
(7) is inserted the following paragraph:
“(8) For other types of legal arrangements, paragraphs 2.6.3(1) to
(7) above should be applied to identifying the arrangements and
persons in equivalent or similar positions.”

C. Miscellaneous
11.

References to “bank”: These guidelines in both Parts I and II should be
assumed to be generic, applying across all categories of business
activities listed in the First Schedule to the MLPA, whether or not they are
financial institutions in the traditional sense, unless there are clear
indications that the guidance is specific to a particular category of financial
institution.
In this regard the following references in the guidelines to “banks” should
be read generically rather than specifically. In other words, “bank” should
be read to mean “bank or other business activity” and “banking” read
likewise in the following sections:

Part I of the MLFTG
Paragraphs:
2.1.4B – under Know Your Customer
2.1.5A
2.1.5B
2.1.5C
2.1.7A – under What is identity?
4.3A – under Recognition of Suspicious Activities
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initiatives:
•

promote compliance as a core value of the business by sending a clear
message that the business will not enter into, or maintain, business
relationships that are associated with excessive ML/TF risks which cannot
be mitigated effectively. Senior management, together with the board, are
responsible for setting up robust risk management and controls adapted to
the business’ stated, sound risk-taking policy;

•

implement adequate mechanisms of internal communication related to the
actual or potential ML/TF risks faced by the business. These mechanisms
should link the board of directors, the AML/CFT Compliance Officer, the IT
division and each of the business areas;

•

decide on the measures needed to mitigate the ML/TF risks identified and
on the extent of residual risk the business is prepared to accept; and

•

adequately resource the AML/CFT unit.

(3)

This implies that senior management should not only know about the ML/TF
risks to which the business is exposed but also understand how its
AML/CFT control framework operates to mitigate those risks. This would
require that senior management:
•

receives sufficient, regular and objective information to get an accurate
picture of the ML/TF risk to which the business is exposed through its
activities and individual business relationships;

•

receives sufficient and objective information to understand whether the
business’ AML/CFT controls are effective (for example information from
the Chief Compliance Officer on the effectiveness of control, or audit
reports);

•

and that processes are in place to escalate important decisions that
directly impact the ability of the business to address and control risks.

(4)

It is important that responsibility for the consistency and effectiveness of
AML/CFT controls be clearly allocated to an individual of sufficient seniority
within the business to signal the importance of ML/TF risk management and
compliance, and that ML/TF issues are brought to senior management’s
attention. This includes, but is not restricted to, the appointment of a skilled
compliance officer at management level.

(5)

The Supervisory Authority expects financial institutions to meet their
AML/CFT legal obligations in a risk-sensitive way. The assessment of an
effective RBA will depend on a common understanding by the Supervisory
Authority and the financial institutions of what the RBA entails, how it should
be applied and how ML/FT risks should be addressed. The Supervisory
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